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Tai lieu huong dﬁNn s dung
Dang nhdp xac thyc hai l6p nguoi dung trén nén tang web

CHU'C NANG CUA HE THONG

Tai liéu nhim muc dich huéng dan cho ngudi dung thuc hién cac chic ning ding
nhap xac thuc hai 16p nguoi ding trén nén tang web dé dam bao cic yéu cau vé an
toan, an ninh théng tin. Pong thoi, hd trg ngudi dung cha dong d6i mat khau va thuan
tién trong viéc lay lai mat khau c4 nhan trén hé thong.
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Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

1.  QUY TRINH PANG NHAP

BTN,
£ 2\
(hda,
}“o‘v

HE THONG PANG NHAP TAP TRUNG
TiNH BAC KAN

| & testmotcua

Quén Mat khdu ?
Ghi nhé méat khau

DANG NHAP

Khi thyc hién ding nhap lan dau tién trén hé thong, ngudi ding can 1am theo céc budc
Sau:
Buwéc 1: Truy cap theo duong dan dugce cung cap:
- Trang thong tin ca nhan cia nguoi dung:

https://dangnhap.backan.gov.vn

Buwée 2: Nhap tai khoan/ mat khau dugc cung cip
Buwée 3: Nhan ma OTP duoc guri vé ing dung Google Authenticator duogc cai
dat trén di¢n thoai thong minh, may tinh bang hodc trén Authenticator tai
trinh duyét web.
Buwée 4: Nhap ma OTP trén trinh duyét web va ding nhap vao hé thong sir
dung céc tinh nang duoc phan quyén trén phan mém.
2. CAC YEU CAU CAN SU DUNG XAC THUC HAI LOP
- Pién thoai thong minh hodc may tinh bang c6 két ndéi mang Internet (4G/5G

hodc wifi c6 két ndi Internet).

- Tai khoan thu dién tir gmail va ung dung Google Authenticator; hodc tai khoan
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thyc hai l6p nguoi dung trén nén tang web

thu dién t&¢ Microsoft va Ung dung Microsoft Authenticator; hodc su dung
Authenticator trén trinh duy¢t web (Chrome, Firefox, Edge).
Luwu y: Trén thiét bi cai dat phan mém Google Authenticator hoic Microsoft

Authenticator bit budc phai cai dat thot gian theo mii gio khu vuc Viét Nam.

1meead - il B G

e

Chon mui gio

Khu vuc
Viét Nam

Chon dg léch UTC

Hinh anh cai dat mai gio trén thiét bi Android
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Tai liéu huéng dan sir dung
Dang nhdp xac thyc hai l6p nguoi dung trén nén tang web

11:07 B P

< Cai dat chung Ngay & Gid

Thdi gian 24 gid «

Dbat tu dong

Mui gid

Hinh dnh cai dat mai gio trén thiét bi 10S
3.  HUONG DAN CAI PAT UNG DUNG GOOGLE AUTHENTICATOR

3.1. Taiwng dung Google Authenticator

3.1.1. Doi véi thiét b c6 h¢ diéu hanh 10S
- Bwdc 1: Tim kiém g dung “App store” trén dién thoai thbng minh hoac

may tinh bang
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Tai lieu huong dﬁn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

11:49 all 4G =)

K&t qua phi hdp nhat

A JJ

pr Store
Ggiy
app store
app store mién phi

app store vn

Cai dat Tim trong ('ng dung 8

g w e r
all ks Kdll B Kol
< A EA EEl RA Pl B lm| &

dau céch Di

g

- Budc 2: M6 Gmg dung App Store va nhap tim kiém “Google

authenticator” >> Nhan nat “Nhdn” dé thuc hién cai dat
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

11:50 il 4G =)
(1)

Q. google authenticator © |Huy

* Google Authenticator Nhan
Tién Ich =

2} .

Yk kK k101N (2 Google (#€) Tién ich

x - :

Tang cutngbdomatbéng  Thiétlap don gidn bang Mot ma duy nhét diing dé
Google ator anh aé

i ®
* ?‘lfltrre?ntlcator Nhan
len ich

Y%%K ¥ 2N [ Mobile Security Lab C & Tien fch

More security Protect Privacy Backup and Sync
for all your accounts Notes, Cards, Accounts with iCloud
______ o0 s e
primary
033436 -
088075
Q22078
B 4 S < Q
& ~=~~
H6m nay Trd chai Jng dung Arcade Tim kiém

Buwdc 3: Bang nhap tai khoan gmail cd nhan/Bon vi va hoan thanh qua trinh

dang nhap.
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

<AP:S4((:!r2es ? ®‘
Cancel @ accounts.google.com AA C,
Google
Signin

with your Google Account. You'll also sign in to
Google services in your apps & Safari.

[ Email or phone

Forgot email?

Create account m

3.1.2. Doi véi thiét b c6 h¢ diéu hanh Android
- Buwdce 1: Tim kiém tng dung “Google Play” trén dién thoai thong minh

hoic may tinh bang >> nNap tim kiém “Google Authenticator” >> Nhan
“Cai dat”
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

15:14 =8

¢ Qi

Google Authenticator
* Google LLC

42%
457 N bai danh gia ® 70 MB Phi hop cho 3 tudi trc

Cai dat

Vé ung dung nay ->
Bat xac minh 2 budc dé bao vé tai khoan clia ban khéi bi xam
nhap.

< -
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

- Bwéc 2: Dang nhap tai khoan gmail

T s-
Cancel @ accounts.google.com aA C,
Google
Signin

with your Google Account. You'll also sign in to
Google services in your apps & Safari.

l, Email or phone

Forgot email?

Create account m

| Z I xiclvibln|mES

123 dducich @ . Nhap

3.2. Ding nhap hé thong

3.2.1. Ping nhdp lin ddu tién ,
- Buwdc 1: Dang nhap link hé thong
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Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

CR-N)

HE THONG DANG NHAP TAP TRUNG
TiNH BAC KAN

| & testmotcua

~Quén Matkhau?

Ghi nhé mat khau

DANG NHAP

HE THONG DANG NHAP TAP TRUNG
TiINH BAC KAN
Thiét Iap tng dung xac thuc

Quét ma QR bén dudi bang ing dung xac thuc dé xac
minh danh tinh cta ban bing ma do tng dung thém méi

- Bwéc 3: Mo thiét bi d3 cai ing dung xac thyc dé quét ma QR
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Tai liéu huéng dan sir dung

Pang nhdp Xac thue hai I6p ngwoi dung trén nén tang web

14:39

= Google Authenticator

14:39 Tm

€ =

Set up your first account

Use the QR code
{by Google having

2FA settings

Looks like there aren't any Goagle Authenticator

codes here yet

Add a code

Man hinh chon dé thire hién quét ma QR
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Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

14:40 e
eAul <

ing tng dung x&c thuc, hy thuc hi
b1

1 é(uéngx'mgmmg xac thuc hai yéu té nhu M
id vaios.

& N3 QR hodc nhap khoa nay [Nl rAY

hai ¥&U 15 clia ban. DE kich hoat tinh nang ta

Man hinh quét ma QR
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Tai lieu huong dgfn s dung
Dang nhdp xac thyc hai l6p nguoi dung trén nén tang web

wll Viette: T 10:19 @ 12%
= Google Authenticator G
Mpi.gov.vn: thuchanhglvbl

Man hinh hién thi ma
- Bwéc 4: Nhap hodc Nhan giit md OTP dé Sao chép (Copy) mé, sau d¢6 Dan

(Paste) ma xac thyc cta tai khoan twong tmg phadn mém can ding nhap trén
thiét bi.
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Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

HE THONG DANG NHAP TAP TRUNG
TiNH BAC KAN

Nhap ma xac thuc

Nhép ma xac minh cla ban.

Budc 5: X4c nhan dang nhap >> Nhan nit “Bdng nhdp” dé thyc hién ding

nhap vao hé théng

Lueu y: Poi véi ma OTP gan hét han, ngwoi dUng phdi cho hé thong ldy ma OTP mdi

dé cé thé nhdp dir liéu xdc thuce hop 1é.

3.2.2.

Diing nhdp tir lan tiép theo ) ,
Buoc 1: Dang nhap link hé thong duoc cung cap

Buwée 2: Nhap Tai khoan va Mat khau, sau d6 nhan nit “Pang nhap”
Buwéc 3: Hé thong hién thi man hinh yéu cau xac minh 2 buéc
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Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

HE THONG DANG NHAP TAP TRUNG
TiNH BAC KAN

Nhap ma xac thuc

Nhap ma xac minh cta ban.

- Buwdc 4: Vao thiét bj, da cai ung dung, 14y ma x4c, thuc
= Google Authenticator ’ .
Tim kiérm..,

Mpi.gov.vn: thuchanhglvbl

709 593 ©

Trang 17



Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

- Bwéc 5: Nhip hodc Nhén giit ma OTP d@é Sao chép (Copy) md, sau dé
Ddn (Paste) mi xdc thwe ciia tai khodn twong ieng phian mém cin ding
nhdp

vao man hinh yéu cau xdc minh 2 buoc.

HE THONG DANG NHAP TAP TRUNG
TINH BAC KAN

Nhap ma xac thuc

Nhap méa xac minh cta ban.

- Buwédc 6: Nhin nit “Ding nhip” dé thuwc hi¢n ding nhdp vao hé théng
Luu y: Poi véi mi OTP gin hét han, ngwoi ding phdi cho hé thong liy mia OTP

mdi dé c6 thé nhdp div liéu xdc thuce hop 1é.

4. HUONG DAN POI MAT KHAU CA NHAN
- Nguoi dung truy cap: https://dangnhap.backan.gov.vn/

- Chon chuic ning Bio mét -> Thay déi mat khau ciia ban
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https://dangnhap.backan.gov.vn/

Tai lieu huong dﬁNn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

@ BAc kan Lasp
i

B2 Uacuna Bao vé
¢ Téng quan Bao mél tai khodn clia ban bing cach quan Iy su d

£, Thong tin ca nhan

£ Béomat ] Déi mét khau

&

# Thay adi mat khdu cia ban

Khoi phuc tai khoan
Phuc néi email
(W Cép nnar i cni emai ki phuc o

Xac thyc b sung

Tin nhdn SMS X
Ban & nhan duot hdn van bdn chira ma xac minh mdt 4r

BAC KAN LGSP v4.1.0 °

- Nhap mat khau hién tai, mat khau mdi va xac nhan mat khau sau d6 bam Xac

nhan

@ sAckanicsp
S (y Account s

Bao vé

Y D4 mat khau

Mat kndu xac nhdn tring knép

BAC KAN LGSP v4 1.0 °

5.  HUONG DAN LAY LAI MAT KHAU CA NHAN

- Nguoi dung truy cap: https://dangnhap.backan.gov.vn/
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https://dangnhap.backan.gov.vn/

Tai liéu huéng dan sir dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

- Chon chtrc nang Quén Mit khau

HE THONG DANG NHAP TAP TRUNG
TINH BAC KAN

Déang nhap

Quén Mat khau ?

Ghi nha mat khdu

Tao tai khoan

- Chon loai phuc hoi

HE THONG PANG NHAP TAP TRUNG
TINH BAC KAN

Phuc h6i mat khau
Nhéap vao tén tai khoan cda ban

test

Phuc héi sir dung SMS OTP

I ® - Phuc hdi sir dung TOTP APP |

o -
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Tai lieu huong dﬁn s dung
Dang nhdp xac thuc hai [6p nguoi dung trén nén tang web

- Sau khi nhap céc thong tin ciia méan hinh khoi phuc mat khau, nguoi dung chon Pang
nhap.

HE THONG DANG NHAP TAP TRUNG
TINH BAC KAN

Nhap ma xac thwe

Nhép ma xac minh cta ban.

Nhéap vao mat khdu méi cia ban

Quy tiic dat mat khau: St dung mat khau trén 9 ky tu trd 1én, c6 ddy du chit hoa,
chir thuong, s6 va ky tu dac bi¢t. Khong st dung ho va tén, tén tai khoan dé dat

mat khau, mat khau méi khong trung vai mat khau trude do.
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